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Abstract—This paper discusses the application of Depth First
Search (DFS) to solve a modified form of the Discrete Logarithm
Problem in a finite group. Instead of using one generator, the
problem uses a generating set consisting of multiple elements and
asks for a sequence of generator operations that produces a target
element. The group is modeled as a Cayley graph, where every
group element is a vertex and every generator operation is an
edge. The proposed DFS method starts from the identity element,
explores one possible path deeply, and stores parent information
to reconstruct a valid representation when the target is found.
This paper aim to give better approach to Discrete Logarithm
Problem than brute focre.

Index Terms—Discrete Logarithm Problem, Cayley graph,
Depth First Search

I. INTRODUCTION

The Discrete Logarithm Problem (DLP) is an important
problem in modern cryptography. The difficulty of solving
discrete logarithms in large finite groups is closely related
to the security of several public-key cryptographic systems,
including Diffie-Hellman key exchange [2]. Therefore, finding
an efficient algorithm for solving DLP would have a significant
impact on the security of many cryptographic applications.

Many algorithms have been developed to solve the Discrete
Logarithm Problem. However, solving DLP in groups with
cryptographic-sized parameters remains computationally dif-
ficult. This paper does not aim to propose a practical attack
against real cryptographic systems. Instead, it explores how
a variation of the problem in a finite group with a relatively
small order can be modeled and solved using a graph search
algorithm.

The problem discussed in this paper extends the usual
representation of an element using one generator. Instead, the
group is described using a generating set consisting of multiple
elements. The objective is to find a representation of a target
element using the elements in the generating set.

The purpose of this paper is to demonstrate the application
of DFS to a problem involving cyclic groups and generating
sets. DFS is used to explore one possible sequence of generator
operations at a time and to backtrack when that sequence
cannot reach an unvisited element. The objective of this paper
is to find one valid representation of the target element. The

proposed method is evaluated only on finite groups with small
orders because the traversal may still require substantial time
and memory when the number of group elements becomes
large. Even so, later will be shown that this approach can be
better than brute force approach.

II. THEORETICAL FOUNDATIONS

This section explains several mathematical and algorithmic
concepts that are used in this paper. These concepts include
group, cyclic group and generator, Discrete Logarithm Prob-
lem, Cayley graph, and Depth First Search.

A. Group

A group is a mathematical structure consisting of a set of
elements and a binary operation. A group is usually denoted
as (G, o), where G is a set and o is an operation between two
elements of G.

For (G,o) to be called a group, it must satisfy four
properties [[1].

1) Closure. For every a,b € G, the result of aob must also

be an element of G.
2) Associativity. For every a,b,c € G,

(aob)oc=ao(boc). (1)

3) Identity element. There exists an element e € G such
that, for every a € G,

aoce=eoa=a. (2)
4) Inverse element. For every a € G, there exists an

element a—! € G such that

—1

acal=aloa=ce. 3)

One example of a group is (Z,+), which is the set of
integers with addition as its operation. The identity element
is 0 because

a+0=0+a=ua 4

for every integer a. Every element also has an inverse. For
example, the inverse of 5 is —5 because



5+ (—5) = 0. )

Another example is the multiplicative group modulo a prime
number p, written as

p—1} (6)

The operation in this group is multiplication modulo p. For
example, in Z%,

Zr={12,...

3-5=1 (mod 7). (7

Therefore, 5 is the multiplicative inverse of 3 modulo 7.

B. Cyclic Group, Generator, and Generating Set

A cyclic group is a group in which every element can
be generated from one particular element through repeated
applications of the group operation. This particular element is
called a generator [1].

If g is a generator of a group G, then the group can be
written as

G =(g). ®)

For a multiplicative group, the cyclic group generated by g
is

(9) ={d" | ke Z}. ©)

Meanwhile, for an additive group, the cyclic group gener-
ated by g is

(9) ={kg | k € Z}.
For example, consider the additive group Zg =
{0,1,2,3,4,5} under addition modulo 6. The element 1 is

a generator because repeated addition of 1 produces every
element in the group:

(10)

0-1=0 (mod 6),

1-1=1 (mod 6),

2-1=2 (mod 6),
1D

3-1=3 (mod 6),

4-1=4 (mod 6),

5-1=5 (mod 6)

Therefore,

Zg = (1). (12)

In a finite cyclic group G, an element g is a generator if its
order is equal to the number of elements in the group. This
can be written as

ord(g) = |G|. (13)

The order of an element g is the smallest positive integer &
such that

g =e, (14)
where e is the identity element of the group. For an additive
group, the equivalent condition is

kg =e. (15)

A group can also be generated by more than one element.
Let
S = {81, S92, ..

sm} CG. (16)

The set S is called a generating set of G if every element
in G can be obtained by combining elements of S and their
inverses [1]]. The group generated by S is denoted by

G = (5) = (s1,52, .. (17)

y Sm)-

For an additive group, the subgroup generated by .S can be
written as

S Zm €L}
(18)
The members of a generating set do not have to be gen-
erators individually. For example, consider again the additive
group Zg. The element 2 is not a generator because repeated
addition of 2 only produces

(S) ={z151 + @asa+ - + Ty, | T1, 22, ..

(2) = {0,2,4}. (19)
Similarly, the element 3 is not a generator because
(3) ={0,3}. (20)

However, the set {2, 3} generates the entire group Zg. Every
element of the group can be expressed as a combination of 2
and 3 modulo 6:

0=0 (mod 6),
1=3-2 (mod 6),
2=2 (mod 6),
(2D
3=3 (mod 6),
4=2+2 (mod 6),
5=2+3 (mod 6).
Therefore,
Ze = (2,3). (22)

Thus, a generator is a single element that generates the
entire group, whereas a generating set is a collection of
elements that generates the group together. A cyclic group
always has at least one generator, but it can also be described
using a generating set with more than one element.

The concept of a generating set gives a more general way
to express an element of a group. If S = {s1,52,...,8m}



generates a group G, then every element h € G can be
represented as a product of elements from S and their inverses.
In general, this representation can be written as

h=sts2... 55k (23)

21 Tt 1k 7

where s;; € S and ¢; € {—1,1}.

If the group is abelian, the order of multiplication does not
affect the result. Therefore, the representation in (23) can be
written more compactly as

h=s{ts3? .- sim (24

m

where x1,%2,...,Tm € Z.

C. Cayley Graph

A Cayley graph is a graph constructed from a group and a
generating set. It represents the elements of a group as vertices
and represents group operations as edges. Therefore, a Cayley
graph provides a way to visualize the structure of a group
using graph theory [3]].

Let G be a group and let

S = {81,52,...

»Sm} (25)

be a generating set of G. The directed Cayley graph of G
with respect to S is denoted by

Cay(G, S). (26)

The vertices in the Cayley graph are all elements of the
group. Thus, the vertex set is defined as

V=aG. 27

For every vertex u € G and every element s € .S, there is
a directed edge from u to another vertex v if

(28)

V=Uu-S.

Therefore, every edge represents the result of applying one
element from the generating set. The edge can be labeled by
the corresponding element s to indicate which group operation
is used.

In general, the Cayley graph can be written as

Cay(G,S) = (V,E), (29)
where the edge set is
E={(u,u-s)|ueG, seS} (30)

For additive groups, the group operation is addition. Thus,
the edge rule in becomes

v=1u++Ss. 3D
Consider the additive group
G=17Z¢=10,1,2,3,4,5}, (32)

with the generating set

S = {1}. (33)

Since repeated addition of 1 modulo 6 produces every
element in Zg, the element 1 is a generator of the group. The
Cayley graph of this group is

Cay(Ze, {1}). (34
Every vertex u has one outgoing edge to the vertex
v=u+1 (mod 6). (35)

For example, several edges in the graph represent the
following operations:

0+1=1 (mod 6),
1+1=2 d6),
(mod 6) 36)
241=3 (mod 6),
541=0 (mod 6).

The last equation shows that the graph returns from vertex
5 to vertex 0. Therefore, the Cayley graph forms a directed

cycle, as shown in Fig.

©

() ()

& ©

Fig. 1. Directed Cayley graph Cay(Ze,{1}). Each edge from u to v
represents the operation v = u + 1 (mod 6).

A path in a Cayley graph corresponds to a sequence of
group operations. For example, the path

0—>1—-2—3 37

represents repeated addition of the generator 1. Thus, the
path corresponds to
3=1+1+1

(mod 6). (38)

More generally, suppose that a path from the identity
element e to a target element A is labeled by

a1,a2,...,0a, (39)

where every a; € S. The path represents the group equation

h=aias---aq. (40)



The number of edges in the path is equal to the number
of generator operations used to obtain h from the identity
element.

The example in Fig. [I] uses only one generator, so each
vertex has only one possible outgoing edge. In the proposed
method, the generating set may contain more than one element.
If

S = {81,82,...

»Sm}bs (41)

then every vertex w has one possible transition for every
element in S:

U—>U-81, U—>U S, ..., U—>U"Sy. 42)

This creates multiple possible paths from the identity ele-
ment to a target element.

D. Discrete Logarithm Problem

The Discrete Logarithm Problem, commonly abbreviated as
DLP, is a problem of finding an exponent when the base and
the result of an exponentiation are known. Let G = (g) be a
cyclic group and let h € G. The DLP asks for an integer x
such that [2]

g" = h. (43)

Since ¢ is a generator of G, every element h € G can be
written as a power of g. If GG is finite and has order n, the
exponent x is usually considered modulo n. Therefore, the
solution can be represented by a value in the range
(44)

z€{0,1,...,n—1}.

In a multiplicative group modulo a prime number p, the
DLP is commonly written as
g =h

(mod p). (45)

For example, consider the multiplicative group Z7 with
generator g = 3. Suppose the target element is h = 6. The
problem is to find x such that

3*=6

(mod 7). (46)

The solution is x = 3, because

33=27=6 (mod 7). 47)

Calculating the value of ¢” mod p is relatively easy using
modular exponentiation. However, finding  when only g, h,
and p are known becomes computationally difficult when the
group has a very large number of elements. This property
makes DLP important in many cryptographic applications [2].

The standard DLP uses one generator g. This can be viewed
as a special case of the more general representation of an
element using a generating set. Let

S = {81,82,...

»Sm} (48)

be a generating set of an abelian group G. An element h €
G can be represented as

— %1 X2 xT
h=s]"s5%---spm.

(49)

The objective in this representation is to find an exponent
vector

s Tn) (50)

that satisfies (49). Unlike the standard DLP, the exponent
vector does not necessarily have a unique solution because
different combinations of elements in .S may produce the same
target element.

For example, consider the multiplicative group Z; and the
generating set

(1,22, ...

S = {2,6}. (51)
The element 2 is not a generator of Z7 because
(2) ={1,2,4}. (52)
Similarly, the element 6 is not a generator because
(6) = {1,6}. (53)
However, together they generate the entire group:
Z7 = (2,6) (54)

For the target element i = 3, one possible representation is

3=2%.6" (mod?7), (55)
because
22.6=24=3 (mod 7). (56)
Thus, one valid exponent vector is
(x1,22) = (2,1). 57

If G = (g) is a cyclic group of order n, every element of a
generating set can be expressed as a power of g. Suppose that

s =g (58)

for every s, € S, and suppose that the target element can
be written as

h=g". (59)
Then the representation in (49) can be rewritten as
gy — ga1w1ga212 .. .gamwm. (60)

Therefore, the exponent vector must satisfy the following
modular linear congruence:
(61)

ayx1 + asro + -+ amxy, =y (mod n).



This shows that the ordinary DLP is the case where the
generating set contains only one element. When a generating
set contains more than one element, an element of the group
may have multiple possible representations.

E. Depth First Search

Depth First Search, commonly abbreviated as DFS, is a
graph traversal algorithm that explores a path as deeply as
possible before it returns to a previous vertex and explores
another path. Starting from a selected vertex, DFS visits
one unvisited adjacent vertex and continues from that vertex.
When the current vertex has no unvisited adjacent vertex, DFS
backtracks to the most recent vertex that still has an unvisited
adjacent vertex [4].

DFS can be implemented using recursion or an explicit stack
data structure. A stack follows the Last In First Out (LIFO)
principle, which means that the most recently inserted vertex
is the first vertex that will be processed again. In the proposed
implementation, a visited set is used so that a group element
is not explored more than once. This is necessary because a
finite Cayley graph may contain cycles.

The general procedure of DFS is as follows [4].

1) Mark the starting vertex as visited.

2) Check whether the current vertex is the target vertex.

3) Visit one unvisited adjacent vertex of the current vertex.

4) Continue the search recursively from that adjacent ver-
tex.

5) If the current vertex has no unvisited adjacent vertex,
return to its parent vertex.

6) Repeat the process until the target is found or every
reachable vertex has been visited.

For example, consider a graph where vertex A is connected
to vertices B and C. Vertex B is connected to D, while vertex
C'is connected to E. If DFS starts from vertex A and processes
B before C, one possible traversal order is

A—-B—-D—-C—EFE. (62)
The algorithm first follows the path from A to B and then
to D. Only after it can no longer continue from D does it
backtrack to A and explore the branch that begins at C.
For a graph with vertex set V and edge set E/, DFS has
time complexity

o(V[+IE]), (63)

when every vertex and edge is processed at most once. The
memory complexity is O(]V]) in the worst case because DFS
stores the visited vertices, parent information, and the current
recursion or stack path. Unlike BFS, DFS does not find the
path with the minimum number of edges. However, DFS is
sufficient for this paper because the required output is one
valid representation of the target element, not necessarily the
shortest representation.

III. PROPOSED SOLUTION

The main idea of this method is to traverse the Cayley graph
without constructing the whole graph in advance. Each group
element is generated only when DFS needs to explore it.

A. Problem Formulation

Let p be a prime number and let

52907917"'7977171 (64)

be a set of generators in Z,. Given a target element h, the
objective is to find nonnegative exponents

X0y T1y -« s Tn—1 (65)
such that
h=g5gt" - gm'  (mod p). (66)

B. Cayley Graph Representation

The problem can be represented as a directed Cayley graph.
Each vertex represents an element of Z;, that can be reached
from the identity element 1. For every current vertex u and
every generator g; € S, there is a directed edge from u to
another vertex v, where
(67)

v=u-g; (mod p).

The traversal starts from the identity element 1 because

0_0

1=g997 (68)

0
...gm_l'

Every edge represents one multiplication by a generator.
Therefore, a path from 1 to h represents a valid expression of
h using the generators in S.

For example, suppose a path uses the generators in the
following order:

90,925 905 91 (69)
Then, the target element produced by this path is
h=go-92-90- 91 = gag192 (modp).  (70)
Thus, the exponent vector for this path is
(x()vxl;IQ) = (27171) (71)

C. Graph Construction

As already said before, the Cayley graph is not constructed
completely before the DFS traversal begins. Instead, the graph
is generated dynamically when DFS is about to explore a
vertex.

Suppose DFS is currently at vertex w. At this point, the
outgoing edges of u are generated one by one by multiplying
u with every generator g; € S. The resulting next vertex is
calculated using
(72)

v=u-g; (mod p).



Therefore, only vertices and edges that are actually needed
during the search are generated. If DFS finds the target element
before exploring all reachable vertices, the remaining vertices
and edges do not need to be generated.

D. DFS Traversal

DEFS explores one branch of the Cayley graph as deeply as
possible before returning to explore another branch. Starting
from a current element u, DFS first checks whether u is equal
to the target element h.

If w is not equal to h, DFS generates and explores its
neighboring vertices. For every generator g;, DFS calculates
(mod p). (73)

V=U-g;

Before continuing to v, the exponent of g; is increased by
one and the selected generator is added to the current path.
DFS then continues recursively from v.

If a branch reaches the target element, the current path and
exponent vector are returned as the solution. Otherwise, DFS
performs backtracking. The last generator is removed from the
current path, its exponent is decreased by one, and another
generator is tried from the same vertex.

The general procedure is as follows.

1) Start from the identity element 1.

2) Check whether the current element is equal to the target
h.

3) Mark the current element as visited.

4) Generate the outgoing edges of the current element one
by one.

5) For every generator g;, calculate [ v =u - g; (mod p).]

5) Increase the exponent of g; and add the generator to the
current path.

6) Continue DFS from v.

7) If the target is found, return the current path and
exponent vector.

8) Otherwise, undo the previous step and try another gen-
erator.

E. Cycle Prevention

Since the group is finite, repeated multiplication by gener-
ators may create cycles. For example, multiplying an element
repeatedly by the same generator may eventually return to a
previously explored element.

To prevent DFS from traversing the same cycle indefinitely,
a visited set is used. Once a vertex has been explored, it is
marked as visited. If DFS reaches a vertex that has already
been visited, that vertex is not explored again.

Using the visited set guarantees that every reachable vertex
is explored at most once. Therefore, the traversal terminates
even when the target element does not belong to the subgroup
generated by S.

F. Solution Representation

The result of the search consists of a path and an exponent
vector. The path records the order of generator multiplications

used to reach the target. The exponent vector records the total
number of times each generator appears in that path.
Suppose the returned exponent vector is

(Z'Oazl""v'r'rn—l)' (74)
The solution is valid if
9%°97" Gy =D (mod p). (75)

Since multiplication in Z;; is commutative, the order of
generators in the path does not affect the final product.
However, the path is still useful because it shows the sequence
of vertices explored by DFS.

G. Complexity Analysis

Let R be the number of elements reachable from the identity
element 1 using the generator set .S, and let m be the number
of generators.

In DFS, every reachable element is marked as visited after it
is explored. Therefore, the same element will not be explored
repeatedly even when it can be obtained through different
sequences of generators. For every reachable element, DFS
tries at most m generator multiplications. Thus, the worst-case
time complexity of DFS is

O(Rm). (76)

For a problem with two generators g; and g, the value of
m is equal to 2. Therefore, the time complexity becomes

O(2R) = O(R). (77)

If g1 and g generate the entire group Z, then there are
at most p — 1 reachable elements. In this case, the worst-case
complexity of DFS is

O(p—1).

This can be compared with a brute force approach. Brute
force searches for every possible pair of exponents (4, j) such
that

(78)

gigh=h (modp). (79)
Let r1 be the order of g; and let r be the order of g,. Since
exponent values repeat after reaching the order of a generator,

brute force only needs to check

0<i1<m (80)
and
0<j5<rs. (81)
Thus, brute force must examine at most
ri7r2 (82)

pairs of exponents. Its time complexity is therefore



O(Tﬂ“g). (83)

In the worst case, both generators may have order p — 1.
Therefore, brute force may require

O((p—1)? (84)

candidate checks.

The main difference is that brute force explores exponent
pairs, while DFS explores group elements. Different exponent
pairs may produce the same group element. For example, two
different pairs (7, ) and (a,b) may satisfy

9195 = gigs (modp). (85)

Brute force still checks both pairs separately. On the other
hand, DFS marks the resulting group element as visited, so
that element is explored only once.

Therefore, DFS can reduce repeated searches caused by
different exponent combinations that lead to the same residue.
In the case where both generators generate the entire group,
DFS has complexity O(p — 1), while naive brute force can
have complexity O((p — 1)?).

However, DFS requires additional memory to store visited
elements and the current traversal path. Its space complexity
is

O(R + m). (86)

Brute force only stores the current exponent values, so its
space complexity is

o(1). (87)

Thus, DFS uses more memory but can be more time efficient
than brute force.
IV. IMPLEMENTATION
The implementation of this algorithm is made in golang and
is separated into 2 part which is main, and solver.
A. solver.go

This file contains the solving process using graph tranversal
as discussed before.

}

func dfs(target int64, modulus int64, generators []int6é4, current int64, exponents
[lint, path []Step, visited map[int64]bool) (SearchResult, bool) {
if current == target {
return SearchResult{
exponents: copylnts (exponents),
path: copySteps (path),
}, true
}

if visited[current] {

return SearchResult{}, false
}
visited[current] = true
for i, generator := range generators {

nextValue := multiplyModulo (current, generator, modulus)
exponents[i]++
path = append(path, Step{
generatorIndex: i,
value: nextValue,
h
result, found
, visited)
if found {
return result, true

:= dfs(target, modulus, generators, nextValue, exponents, path

}
path = path[:len(path)-1]
exponents [i]--

}

return SearchResult({}, false

)

func copyInts(values []lint) []int {
copied := make([]lint, len(values))
copy (copied, values)
return copied

)

func copySteps (values []Step) []Step {
copied := make([]Step, len(values))
copy (copied, values)
return copied

}

func ged(left int64, right int64) int64 {
if left < 0 {
left = -left
}
if right < 0 (
right = -right
}
for right != 0 {
left, right = right, left%right
}
return left

Listing 1. solver.go

B. main.go

This file contain the user interaction part where it take inputs
from user and output the result back

package main
import "math/big"

type Step struct {
generatorIndex int
value int64

)

type SearchResult struct {
exponents []int
path [1Step

}

func multiplyModulo(left int64, right int64, modulus int64) int64 {
product := new(big.Int).Mul (big.NewInt (left), big.NewInt (right))
product .Mod (product, big.NewInt (modulus))
return product.Inté4 ()

}

func solveDLP (target int64, generators []int64, modulus int64) (SearchResult, bool)
{
exponents := make([]int, len(generators))
path := []Step{}
visited := map[int64]bool{}

return dfs(target, modulus, generators, 1, exponents, path, visited)

package main
import "fmt"

func main() {
fmt .Println("DLP solver™)

var modulus int64
fmt.Print ("modulus: ")

if _, err := fmt.Scan(&modulus); err != nil {
fmt.Println("Invalid input")
return

}

if modulus <= 1 {

fmt.Println("modulus must be greater than 1")
return

}

var target int64

fmt.Print ("target: ")

if _, err := fmt.Scan(starget); err != nil {
fmt.Println("Invalid input™)
return

}

if ged(target, modulus) != 1 {
fmt.Println("target is not a unit modulo modulus")
return

}

var generatorCount int

fmt.Print ("number of generators: ")

if _, err := fmt.Scan(&generatorCount); err != nil {
fmt.Println("Invalid input")
return

}

if generatorCount <= 0 {

fmt.Println("generator count must be positive")
return

}

generators := make([]int64, generatorCount)

for i := 0; i < generatorCount; i++ {




fmt.Printf ("generator %d: ", i+l)
if _, err := fmt.Scan(&generators[i]); err != nil {
fmt . Println("Invalid input")
return
}
if gecd(generators[i], modulus) != 1 {
fmt.Printf ("generator %d is not a unit modulo modulus\n", i+1)

return

}

result, found

if !found {
fmt.Println("solution not found")
return

:= solveDLP (target, generators, modulus)

}

ution found")

nts: ")

range result.exponents {

fmt.Println(
fmt .Print ("e
for i, exponent
if >0 (
fmt.Print (" ")

}
fmt.Printf ("x%d=%d", i+l, exponent)
)

fmt.Println()

fmt.Println("path:")
current := int64(1)
fmt.Printf("start: %d\n", current)

for i, step
fmt.Printf("sd. multiply by %d -> %d\n", i+l,
1, step.value)

}

:= range result.path {
generators[step.generatorIndex

Listing 2. main.go

V. TEST

A. Test Case 1

Generators = 6,2 Target = 3 Modulus = 7
Result:

DLP solver
modulus: 7
target: 3
number of generators: 2
generator 1: 6
generator 2: 2
solution found
exponents: x1=3 x2=2
path:
start: 1
multiply by 6 ->
multiply by 2 ->
multiply by 6 ->
multiply by 2 ->
multiply by 6 ->

Fig. 2. Test Case 1 result

B. Test Case 2

Generators = 3,5 Target = 2 Modulus = 13
Result:

DLP solver

modulus: 19

target: 2

number of generators: 2
generator 1: 18
generator 2: 4
solution found
exponents: x1=5 x2=5
path:

start: 1

1. multiply by
multiply

multiply

multiply

multiply

multiply

multiply

multiply

. multiply

10. multipl

W oUWl

Fig. 3. Test Case 2 result

C. Test Case 3

Generators = 30, 25,16 Target = 3 Modulus = 31
Result:

DLP solver

modulus: 31

target: 3

number of generators:
generator 1: 30
generator 2: 25
generator 3: 16
solution found
exponents: x1=5 x2=4
path:

start: 1

1. multiply by 38 ->
2. multiply by 25 -»
3. multiply by 38 ->
4. multiply by 25 ->
5. multiply by 38 ->
6. multiply by 16 ->
7. multiply by ->
8. multiply by 25 -»>
9. multiply by 3@ ->
10. multiply by 25 -> 3

Fig. 4. Test Case 3 result

D. Test Case 4

Generators = 210,196, 107,171 Target = 2 Modulus = 211
Result:



DLP solver
modulus: 211
target: 2
number of generators: 4
generator 1: 210
generator 2: 196
generator 3: 167
generator 4: 171
solution found
exponents: x1=69 x2=46 x3=18 x4=4
path:
start: 1
. multiply by
. multiply by
. multiply by
. multiply by
. multiply by
. multiply by
. multiply by
. multiply by
. multiply by
. multiply by
. multiply
. multiply
. multiply
. multiply
. multiply

. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply

1
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Fig. 5. Test Case 4 result part 1
'8 oSt Lrase & Tesult par Fig. 7. Test Case 4 result part 3

multiply by 196 ->
multiply by 218 ->
multiply by 196 ->
multiply by 21e -»>
multiply by 187 ->
multiply by 218 ->
multiply by 196 ->
multiply by 21e -»>
multiply by 196 ->
multiply by 218 ->
multiply by 187 ->
multiply by 218 ->
multiply by 196 ->
multiply by 218 ->
multiply by 196 ->
multiply by 218 ->
multiply by 171 ->
multiply by 21e -»>
multiply by 196 ->
multiply by 218 ->
multiply by 196 ->
multiply by 218 ->
multiply by 107 ->
multiply by 218 ->
multiply by 196 ->
multiply by 218 ->
multiply by 196 -> 95
multiply by 21 -> 116
multiply by 187 -> 174

. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multipl

Fig. 6. Test Case 4 result part 2 Fig. 8. Test Case 4 result part 4



. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply
. multiply

Fig. 9. Test Case 4 result part 5

. multiply by 210
. multiply by 196

. multiply by 218
. multiply by 196
. multiply by 218

Fig. 10. Test Case 4 result part 6
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VII. APPENDIX

Github Repository: Github

VIII. CONCLUSION

In this paper, we have demonstrated that Depth-First Search
can be used to solve a discrete logarithm problem with more
than one generator by traversing a Cayley graph. Starting from
the identity element, DFS explores the graph by repeatedly
multiplying the current element with each available generator
until the target element is found.

The program successfully found valid exponent vector such
that the product of the generators raised to their respective
exponents is congruent to the target element modulo p. Com-
pared with a brute force approach that checks combinations of
exponents, DFS explores each reachable group element at most
once. Therefore, DFS can reduce repeated searches caused by
different exponent combinations that produce the same value.
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